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Abstract: While social networks such as Facebook and Twitter are censored within the Iranian network, the

number of Iranian users that use such services is facing an outsized growth. As a result, an increasing number
of Iranian users have taken the habit of using some type of anti-censorship tool to access blocked content,
which is an act against the Iranian ICT laws by itself. At the same time, each year numerous cases of identity
theft, robberies, harassment and alike are reported in countries such as United States that happen due to both
technical glitches/misconfigurations by the service provider and the inconsiderate behavior of users when
using those services. As a matter of fact, countries such as UK and US are making efforts to increase peoples’
awareness about required security and privacy precautions and enact laws that support user’s right of having
online security and privacy. However, relevant literature review indicates that the Iranian authorities are
mainly focusing on preventing and discouraging the use of social network tools and are unwilling to accept the
increasing usage yet. In this paper we present our survey results among 511 Facebook users residing in Iran,
which shows that Iranian users have a very limited knowledge about potential privacy and security risks of
using anti-censorship tools and online social networks such as Facebook. We conduct a risk analysis based on

surveyed facts and suggest recommendations on how to improve this condition.
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1. Introduction

The penetration of Internet in the Middle East censorship both to protect its network from
is faster than the world's average and Iran has by sophisticated foreign cyber-attacks and prevent
far the highest number of users in the region [1]. access to “immoral” and certain political

Iran is known to be using tight Internet
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websites [2]. Currently, social networking
websites such as Facebook and Twitter are in the
government blacklist and Iranian users are not
expected to use these online services. At the
same time, due to the current sanctions against
Iran, many high profile online services ban

requests originating from Iran [3].

Similar to citizens of countries with such
restrictions or users in certain organizations,
Iranian users could use some type of anti-
censorship technologies to access blocked
content. The estimates of the number of Iranian
users on censored services such as Facebook
indicate that the use of these tools is actually
very high [4]. On the other hand, while being a
member of online social network tools is not
considered a cybercrime itself, the government
has recently enacted laws that prohibit providing
or re-distributing circumvention tools [5].
Therefore, the government does not educate or
inform users on how to protect their data and
security while using the restricted online services
or using the circumvention tools. In other words,
as the users leave the safe borders they are highly

vulnerable to online threats.

The situation worsens considering that today
social networking and cloud-based services are
increasingly important due to the recent surge in
online interaction and sharing of personal

information online has become the rule for users

around the world [6]. Although countries such as
United States or United Kingdom advise their
users to be cautious when sharing information on
social network websites and provide multiple
sources of information on how to do this, studies
have shown that users are far away from making
well-informed decisions regarding the amount of
private information they reveal online [7]. The
numerous  incidents  of identity theft,
embarrassment [8], robberies and loss of
employment [9] reported each year highlight an

important negligence among users.

In this paper we start by presenting some
required background information in Section 2.
Thereafter, in Section 3, we describe our survey
structure and format regarding Iranian users’
habits when using international social network
tools and their knowledge about potential
security and privacy threats. Referring to the
survey results available in Section 4, we include
a security and privacy risk analysis relevant to
Iranian users. We conclude by proposing future

research directions.

Last but not least, the authors would like to
emphasize that the paper is only conducting a
study from an information security and
privacy expert point of view and no part of
this work should be considered out of this sole

scope.
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2. Background

In this section some background information is
provided so that the reader has a better
understanding about the purpose of this work

and the current situation of key topics discussed.

2.1 Privacy

In this paper, we employ the definition of
privacy by Westin, “the claim of individuals,
groups, or institutions to determine for
themselves when, how, and to what extent
information about them is communicated” [10].
United Nations Declarations of Human Right
and many other international treaties recognize
privacy as fundamental human right [11].
Moreover, respecting personal privacy of people
is widely recognized and advised in Iranian-

Islamic culture [12].

2.2. Privacy in Social Network Tools

On average, each Facebook user creates 90
pieces of content including photos and life event
updates per month [13]. There are now more
than one billion Facebook users and this is equal
to the population of the whole world in 1804
[14]. Therefore, social networks are ideal for
data mining and information gathering for both
malicious and benevolent purposes. In fact,

marketing companies, governments, thieves and

hackers could all benefit from such information
and this is the reason for such high monetary
values assigned to major providers such as
Facebook and Twitter [15].

Recently, several governments have enacted
laws to enforce privacy preserving regulations
and standards [16]. Nevertheless, the Internet has
no governing or regulating body and businesses
can still provide their product or services
worldwide from countries with less control. At
the same time, there are extended studies on
privacy issues in social network tools and cloud-
based services in the literature. These mainly aim
to improve the privacy of online systems
platform by improving the relevant technical
details and/or improving the usability of systems.

On the other side, giant service providers such
as Google do not seem to be interested in
improving users’ privacy. For example, Google
has been clear that Gmail users have no
expectation of privacy when using their service
[17]. Similarly, Facebook has been charged by
the watchdog organization Privacy International
for severe privacy flaws and the concerns about
data matching, data mining and transfer to other
companies [18].

Studies have shown that even users with well
computer literacy and educated about online
privacy are still not cautious regarding their
social network profile privacy settings and the

private information they reveal on such systems
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[18]. In fact, researchers associate most of the
privacy and security incidents to improper and

uninformed decision making of users [7].

2.3 Social Networks in lran

Currently, the government blocks Iranian users’
access to popular social networks such as
Facebook and Twitter [19]. As mentioned
previously, although being a member of these
services is not considered a crime by itself,
bypassing Internet filtering is against Iranian
laws.

In order to allow users enjoy the benefits of such
type of services, national social network websites
such as Cloob.com have been designed and
introduced but they have a very limited audience
compared to international services [4]. In fact,
officials have indicated that there are more than
one million residents of Tehran on Facebook and
international surveys estimate that Facebook has
more than six million Iranian users — not
counting Iranians who live outside of the country
[1]. Moreover, the newly elected president of
Iran and its colleagues in the government have
recently started using Facebook to be in direct
contact with the Iranian nation and their pages
have attracted large number of audiences [20]. In
fact, President Rouhani has been clear that he
perceives important strategic potentials in social

network platforms [21].

2.4 Internet filtering in Iran

Nowadays, Internet filtering is facing an upward
trend and is applied in both western and
developing countries [22]. In this manuscript, we
are not interested to discuss the reasons of
Internet filtering nor the ethical issues related to
it.

Typically, Internet filtering is conducted at one
or more of the following levels: national
government, national or local ISP, operator of
local network and software-based filters on
individual devices [23]. In Iran, The Ministry of
Communication and Information Technology of
Iran applies Internet filtering to protect the
national security and community-accepted
standards of decency. The Working Group for
Determining Criminal Content is identified as
the main responsible authority for defining
blocked or unacceptable content [24]. While Iran
is believed to have one of the worlds most
sophisticated filtering and monitoring systems
[23], there is no official record indicating what
filtering mechanisms are being used. Previous
research has indicated that other than well-
known filtering solutions such as IP filtering,
Content-Based Filtering and Port Blocking,
software  level  technologies such as
SmartFilter™ and Hardware level technologies
such as Deep Packet Inspection (DPI) devices
are being used [23, 24, 25].
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2.5. Circumvention tools

By definition, a filtering or censorship
circumvention tool should allow censored users
connect to uncensored Internet securely and
anonymously. However, studies have shown that
only few of available tools ensure security and
privacy of their users [2]. To be effective, such
tools should make censorship too costly or lead
the technology evolution [25]. Circumvention
methods could be simple techniques, protected
communications or complex computer programs.
Essentially, all these methods redirect users’
requests to an intermediary computer, known as
proxy, which is located in a different network
and is accessible to the censored user [26].

The number of commercial anti-filter or anti-
censorship applications has been steadily
increasing between 1993 and 2010 and
governments with less Internet censorship such
as United States have had a key role in their
development [25]. There are five main methods
used in commercial anti-filtering applications
namely, HTTP Proxy, CGI Proxy, IP Tunneling,
Re-routing and Distributed Hosting. Recently,
the number of IP Tunneling and Re-routing
based tools has increased but still HTTP Proxy
tools such as UltraSurf are the most used
solutions [23, 27]. In another categorization,
circumvention  technologies  have either
centralized or Point-To-Point (P2P) architecture

[28]. In the former, all the censored users’ data

© 2014, IJOCIT All Rights Reserved

are transmitted to one intermediary while in the
latter, data are sent to multiple peers. In other
words, in a centralized system users’ trust is
dependent on the main provider and in a
distributed system trust is distributed among
multiple peers. Therefore, a distributed
architecture, such as the one used by TOR, could
lead to an improved privacy, anonymity and a
better performance. Nevertheless, in a distributed
architecture the provider costs are much higher
with a large user base and therefore centralized
architectures such as those used in HTTP proxy

tools are preferred [24, 28].

3. Research Methodology

3.1 Sampling and Research Setting

An online survey was conducted in summer
2013 to evaluate the knowledge and familiarity
of Iranian Facebook users, residing in the
country, about using commercial anti-filtering
tools and the potential privacy and security
threats that could affect them when using social
network tools. Generally, online surveys rely on
self-section mechanisms and make randomized
sampling difficult [18]. Our online survey had
511 participants and, according to Morgan
Sample Size for Research Activities, for the
estimated six million Iranian users on Facebook
with 97.5% confidence level this sample size has
5% margin of error. This is assumed to be a
relatively good sample as this is the first survey
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of its kind in the region and there are certain

limitations on sending public invitations.

The online survey was advertised on popular
Iranian Facebook pages and other websites that
could have had Iranian visitors with a profile on
Facebook. Five participants were selected in
random and received 500,000 Rials, the currency
used in Iran, as appreciation for their
contribution — all participants were informed
about this potential reward before starting the
survey. The questionnaire was designed using
SurveyMonkey and all of the data was collected
anonymously. There was no time limitation for
answering the questions and no question could
have been left unanswered. The purpose of the
study was described in the first page and a short
video was made available to participants to teach
them about how their data will be used and
stored. All the participants of the survey
indicated that they have a Facebook profile and,
in fact, those without this were asked to leave the
survey at the beginning. Also, the questions were
available both in Persian and English and the
grammar and structuring of questions were
analysed by three other academics. Moreover, as
this was a long questionnaire (15-20 minutes)
and Internet connections are unstable outside of
main cities of Iran, a participant had the choice
of answering questions in multiple tries and with

the help of a randomly generated code they could

resume from where they left of — no registration

was required.

3.2 Survey Measures and Data Collection

The online questionnaire consisted of 34
multiple-choice  questions. The  questions
surveyed participants’ knowledge and usage of
anti-censorship tools, privacy and security
threats relevant to the use of anti-censorship
tools, general knowledge and familiarity about
potential privacy and security threats when using
Internet and social networks, basic information
regarding Facebook habits, familiarity with
privacy matters of Facebook and participants’
demographic information. The survey started by
asking whether Internet filtering affects
participant’s everyday tasks — excluding using
social networks - and how often s/he uses anti-
censorship tools. Thereafter, in order to
understand users’ knowledge about anti-
censorship tools, they were asked 1) how do they
decide which tool to use, 2) how they learn the
usage of the tool, 3) if they know that using and
re-distributing anti-censorship tools are illegal
and 4) if they are aware of threats to information
privacy when using commercial anti-censorship
tools. Thereafter, in order to have a better idea
about the participants’ IT and information
security awareness a series of questions asked
how much participants use Internet, the main

reason that participants use Internet for, if they

© 2014, IJOCIT All Rights Reserved

Page 431




May, 2014

International Journal of Computer & Information Technologies (1JOCIT)
Corresponding Author: Arash Shaghaghi

Volume 2, Issue 2

believe they have sensitive information stored in
social network websites or cloud-based services,
if they have heard about Stuxnet and other
serious IT security risks targeting Iran, how did
they learn to use social network tools such as
Facebook, and if they are familiar with security
and privacy risks affecting users of social
network websites. Moreover, they were asked if
they use Iranian social networks such as
Cloob.com and if they know where they should
refer to in case of a social network related
privacy violation incident such as identity theft.
The penultimate page of the questionnaire had a
series of questions to help us understand about
participants’  general habits when using
Facebook. We asked them about the time they
spend on Facebook each day, how often they
visit Facebook per day, how long each visit lasts,
what type of personal information they share on
Facebook and if they used their real name for
their profile. Additionally, they were asked if
they are familiar with Facebook privacy settings,
if they have restricted their profile to Friend or
Public, and how many Friends they have and
how much they know these Friends in the real
world. This section was finished by asking the
participant if they knew about the government
members’ pages on Facebook and wondering in
case Facebook and Twitter were not filtered,
would they still use anti-censorship or anonymity

tools to access Facebook or Twitter. Finally,

some demographic information such as age
range, level of computer literacy, gender and the

latest academic degree were asked.

3.3 Survey Findings

218 of participants were Female and 293 were
Male. Among participants, 58% had at least a
bachelor degree or were an undergraduate
student, 20% had no academic education and the
rest had a postgraduate qualification. The
majority of respondents (63%) were between the
ages of 18 and 35, 25% were between 35 and 55,
and 12% were above 55 or less than 18 years old.
48% of attendees classified themselves as being
average computer users, 28% believed they are
amateurs and 24% claimed they have computer
skills above average. 52% of respondents
indicated that are affected by Internet filtering in
their everyday online tasks and all the
participants indicated that they wuse anti-
censorship tools at least once the other day and
not just for social networks. In fact, half of the
respondents keep them open even after visiting a
censored content. 65% of respondents find out
about an anti-censorship tool from a friend or
relative and 29% mentioned that the same person
taught them how to use the tool. Furthermore,
40% stated that they found out about the tool
from search engines or forums. Almost half

reported that they knew about the illegality of
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anti-censorship tools and only 17% of
respondents believed such tools may endanger
their information privacy. 70% of respondents
considered using social networks one of the main
reasons of using Internet and 66% believed they
have sensitive information stored on social
networks or cloud-based services. Most
respondents knew about the multiple foreign
cyber-attacks against Iranian network but only
23% knew about privacy and security threats in
social networks and they thought such warnings
are mainly rumors to discourage the use of these
services. Furthermore, 30% knew the difference
between secure and non-secure connections such
as HTTPS and HTTP and only 6% of attendees
knew about using MD?5 to verify a file download
from Internet. The majority of respondents
learned about Facebook intuitively or with a help
of a friend who is already a member. 22%
indicated that they use Iranian social networks
actively; and only 34% knew that the Iranian
Cyber Police would assist them if they face
privacy and security incidents on social
networks. Half of the participants had their
Facebook account for more than a year, 56%
checked this account daily, more than half of
attendees spend between 15 and 45 minutes on
each visit. On the other hand, 12% of
respondents indicated that their Facebook is
always open on their mobile device. 60% of

attendees indicated that they provide real

personal information such as relationship status,
date of birth and work or education details and
56% of respondents used their real names for
their profiles. 63% knew about Facebook privacy
setting and yet only 25% have applied some
form of privacy preserving restriction to their
profile. 85% of respondents indicated that they
have not always known a Facebook Friend
before accepting his/her  request. Most
participants knew about the new presence of the
government on Facebook and Twitter and found
it ambiguous as such services are blocked for the
people. Finally, only 20% of attendees would
still use anonymity services such as TOR for
accessing social network tools if they were not

censored anymore.

4. Discussion

We now analyze the results of our survey from
an information security expert viewpoint. We
have identified four main categories of risks.
Each category is analyzed in two levels namely,
Users and National Security.

4.1 Risks Relevant to Limited Knowledge and
Improper Use of Filtering Circumvention
Tools

The number of Iranians on Facebook is an
immediate indication of the high usage of anti-
filtering tools and the ineffectiveness of current
censorship. As the results indicate, only very few
users have information about potential threats of
using these tools and the majority have learned

about circumvention tools from unreliable
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sources. More importantly, users do not just use
anti-filter tools for social network websites and
many have indicated that they use them during
their everyday browsing such as checking email.
The current situation could help an attacker to
gain users trust and distribute a working but
malicious circumvention tool. For example, a
Trojan like application that allows browsing
censored content but monitors and stores all
transmitted communication. The attacker could
use the transmitted data to learn authentication
information and sensitive information such as
email contents and banking details. Moreover, a
sophisticated attacker could modify the
transmitted information coming from or going to
the user. Now, if the user has sensitive
information that is strictly confidential that if
revealed could endanger the government or the
whole country, then this case should be dealt
with at national security level.

The current condition could result in several
other attack scenarios such as delivering
malware through the data that the program
transmits in the background or send a malicious
file along with the original file to the victim

machine.

4.2 Risks Relevant to Limited Knowledge and
Improper Usage of Social Network Tools

The findings of our study confirm that Iranian
users are following the international trend and

© 2014, IJOCIT All Rights Reserved

are becoming more and more accustomed to
share information online and interact through
social networks. Improved connections and the
availability of Third-Generation (3G) mobile
networks are facilitating this shift of interaction.
In fact, our survey indicates that an interesting
majority has no problem with starting
relationships on social networks. However, the
users seem to have a very limited knowledge
about the potential threats to information privacy
and security when using these tools. This
situation is very similar to the time social
networks started to become popular in western
countries. As a matter of fact, criminals exploited
this vulnerability and committed crimes such as
robberies and identity theft. For example, several
robbery incidents happened when a user
Checked-In to a location far away from his
hometown and a fake or malicious friend used
this information to plan the best time to enter
into the victim’s house [34]. Moreover, several
cases have been reported that Facebook users
have lost their jobs due to uploading offending
posts against the company or the manager they
work for [35].

Referring to the recent reports about United
States National Security Agency (NSA)
surveillance on the Internet we note that social
networks are one of the main platforms that

foreign secret agencies use to gather information
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about humans all around the world [30]. As
discussed in Facebook Iceberg Model [18],
Facebook’s visible part is innocent 1ooking and
is all about social networking and entertainment.
The invisible part of the iceberg is where huge
invasion of privacy, data aggregation and
exploitation by third parties occur. In fact,
Facebook or Twitter privacy settings are only
applicable to the visible part and have no effect
on the hidden mining of information [18]. When
we consider international social networks from
this viewpoint then it becomes a national

security concern.

While multiple cases have been reported that
Facebook has enabled the local police to find
criminals by circulating their details, the same
approach could be used to disseminate false
information. For example, recent fake profiles
related to the Iranian government members that
distribute false information to intimidate

individuals or the government.

4.3 Risks Relevant to Limited Education and
Awareness in Information Security Topics

The survey results indicate a relatively limited
knowledge about information security and
privacy topics among attendees. Although the
majority knew about recent cyber-attacks against
Iran, they mainly considered them to be against
the government not the people. However, reports

indicate that the Middle-East region has the
© 2014, IJOCIT All Rights Reserved

highest level of cyber-attacks against users and
communications networks have very low
security compared to countries such as the UK.
On the other hand, it is noted that the majority of
Iranians draw a line between real and virtual life
and they do not consider online risks seriously.
The increasing numbers of Iranians using
Internet with such limited privacy and security
awareness could impose serious risks both to
themselves and the government. The risks
involved with use of anti-censorship tools and
social network, as discussed previously, are good

examples for this claim.

Countries such as United Kingdom and United
States are investing to increase the number of
information security [32] and privacy experts
and consider the presence of an Information
security expert an essential requirement for any
business. Moreover, these countries are making
huge investments to improve users’ awareness
about online threats [31]. For example, the
Australian government holds a national online
privacy campaign and promotes online privacy
preserving strategies [33]. As discussed in
subsection 2.2, governments are also enforcing
laws that obligate service providers to give a

higher priority to users’ privacy.

4.4 Risks Relevant to Low Level of Trust to
Government Precautions
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Although bypassing Internet filtering is against
the Iranian laws, it is still reasonable to expect
that the government should support and assist
those who pass the safe borders. Currently, there
are no laws to protect users when using censored
materials and especially social network tools.
The Iranian Cyber Police have recently
announced that will they consider cases of
privacy violation in social networks such as
Facebook. However, as there are no supporting
laws this seems to be a political gesture rather
than a real solution. Furthermore, it is not clear
that in such cases the victim will be fined for
bypassing filtering or not. Furthermore, topics
such as “Halal Internet” [29] have lowered
people’s trust in the government precautions. In
fact, it seems that the government is trying hard
to dissolve the problem rather than find practical
solutions to solve it. Another solution to the rise
of social networks such as Facebook was the
implementation of Iranian equivalents such as
Cloob.com. Although the idea was inspired from
popular social networks in China, yet due to the
limited provided features they are not popular.

The low level of trust between people and the
government in this sector could lead users trust
foreign entities and this could affect the national

security.

5. Conclusion and Future Work

As the survey results confirm, the current
government strategies towards information
privacy and security seem inappropriate. Our
study also confirms that current restrictions have
not been successful in restricting user’s access to
blocked content and ensuring national security
considerations.  Furthermore, although the
majority of our participants knew about the
illegality of using anti-filtering tools, they still
used them. Findings suggest that the level of
information security and privacy awareness in
Iran is very low compared to the developed
countries. At the same time, the usage of social
network tools and anti-censorship is increasing
day by day and this could lead to serious threats
to people and government. Recently, there have
been news about removing filtering for Facebook
and Twitter and we believe without proper
strategies this could result in catastrophic results.
In fact, as the president of Iran stated new
strategies need to be defined to cope with the

current situation.

At this stage, with the consideration of risks
discussed in Section 5 we present some
recommendations. Information security and
privacy is a moving target that requires constant
update in technical, regulatory and social areas.
The very first step is to create research groups
and educate academics in each of the

aforementioned areas and benefit from experts’
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opinion. In fact, such experts should be
employed within small and large organizations
and be involved within the organization daily
process and decision makings. In general, a less
Police-like approach towards Internet and
filtering will help attract users’ trust. There is an
evident requirement of enacting supporting laws
for assisting users when using social network
tools such as Facebook. Moreover, holding
privacy and security awareness campaigns
throughout the country are immediate strict
requirement if social network tools are going to
be removed from the list of banned services.
Otherwise, the nation will face the same
problems that western countries  have
experienced with the increasing usage of social
networks, if not worse. Furthermore, the Iranian
Cyber Police should arrange for transparent
negotiations with Facebook and other social
networks and ask them to improve their usability
for Iranian users. For example, they could ask
these websites to make their Terms of Service
(TOS) available in Persian language. Also, the
government should plan to educate users about
the threats involved when using anti-censorship
and circumvention tools and if the current
situation is not changed it should help them find

the most secure and reliable tools.

The area of research proposed in this paper is

still at the early stages in Iran. We suggest future

researchers to identify practical solutions on how
to approach the discussed risks and threats
within the current constraints and conduct
surveys at government level to evaluate their
applicability. Also, further studies are required to
have a clearer image about the current ICT

situation in Iran.
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